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SUBJECT: Whistleblower Investigation - 
Alleged violations oflaw, rule, or 
regulation, gross mismanagement, and a 
substantial and specific danger to public 
safety involving Department of the Army, 
1st Personnel Command, Washington- 
Moscow Direct Communication Link 
(DCL), Detrick Earth Station, Fort Detrick, 
Maryland (DI-17-2168) 

 
Dear Mr. Kerner: 

 
In accordance with Title 5, United States Code, Sections 1213(c) and (d), the enclosed 

summary and report is submitted in response to your referral of information requesting an 
investigation of allegations and a report of findings in the above referenced case. 

 
The Secretary of the Army (SA) has delegated to me in writing his authority, as 

Agency head, to review, sign, and submit to you the statutorily required report.  
 

The Department of the Army (DA) will provide two versions of its report. The first 
version of the report contains the names and duty titles of civilian employees of the DA. This 
first version is for your official use only, as specified in 5 U.S.C. §1213(e). We understand 
that, as required by law, you will provide a copy of this first version of the report to the 
Whistleblower, the President of the United States, and the Senate and House Armed Services 
Committees for their review. Other releases of the first version of the report may result in 
violations of the Privacy Act1 and breaches of personal privacy interests. 

 
The second version of the report has been constructed to eliminate references to privacy 

protected information and is suitable for release to all others. We request that only the second 
version of the report be made available on your website, in your public library, or in any other 
forum in which it will be accessible to persons not expressly entitled by law to a copy of the 
report. 

 
 
 

1  The Privacy  Act of  1974, Title 5, United  States Code, Section  552a. 
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The Department of the Army takes very seriously its responsibility to address, in a timely 
and thorough fashion, matters referred by the Office of Special Counsel (OSC). In this case, the 
OSC allegations referred to the Secretary of Defense were forwarded to the Department of the 
Army for investigation as the allegations involved actions concerning an Army activity. The 
Army conducted a thorough and comprehensive investigation pursuant to the Army Regulation 
15-6, Procedures for Investigating Officers and Boards of Officers, in response to the OSC's 
referred allegations submitted by the Whistleblower, , an Army civilian 
language specialist. Those allegations asserted that officials identified by OSC as being at the 
Department of the Army, 1st Personnel Command,2 Washington-Moscow Direct 
Communication Link (DCL), Detrick Earth Station, Fort Detrick, Maryland, had engaged in 
conduct that may constitute violations of law, rule, or regulation, gross mismanagement, and a 
substantial and specific danger to public safety. Those four OSC referred allegations centered 
around events that which reflected wrongdoing that occurred when in 2015, the Detrick Earth 
Station and the Gateway Telecommunications Center were consolidated and became a remotely 
operated facility. 

 
Based on the testimonial and documentary evidence gathered by the Investigating 

Officer, the Investigating Officer found the following: (1) Allegation 1 was substantiated - 
Despite the requirement for a Configuration Control Board (CCB) in the 2008 Information 
Assurance Plan for the C-Band Satellite Transmit and Receive Systems Direct Communications 
Link Earth Station (Information Assurance Plan), the Defense Information Systems Agency 
(DISA) has not established a CCB for the management of the Detrick Earth Station; (2) 
Allegation 2 was substantiated - Since the 2015 reorganization and consolidation of Detrick 
Earth Station, there has not been full review of the Information Assurance Plan under the Risk 
Management Framework established in 2014; (3) Allegation 3 was unsubstantiated - Security 
and operational deficiencies attributable to remote operations persist at the Detrick Earth Station, 
including poor security monitoring leaving the facility vulnerable; and, (4) Allegation 4 was 
unsubstantiated - The lack of a fire suppression  system required by the Information    
Assurance Plan and a lack of a 24/7 personnel presence has led to security and operational 
deficiencies. 

 
The Army appreciates the Whistleblower's action in bringing the above matters to the 

Army's attention to be addressed. As a result of a confluence of a series of events brought about 
by Institutional, organizational, and personnel changes, the substantiated concerns were 
overlooked and the necessary processes to ensure a more timely completion of the required tasks 
did not occur. 

 
 

2 The OSC referral correspondence referenced that the allegations involved the 1st Personnel Command, 
Washington-Moscow Direct Communication Link (DCL), Detrick Earth Station, Fort Detrick, Maryland. The 
reference to th 1st Personnel Command is incorrect.  The DCL DES is subordinate to the U.S. Army Cyber 
Command (ARCYBER) and its chain of subordinate units which report through the Network Enterprise Technology 
Command (NETCOM), the 7th Signal Command (Theater), the 21st Signal Brigade, to the 302d Signal Battalion. 
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Upon her approval of the Report of Investigation, the Approving Authority took swift and 
immediate action by directing the initiation of appropriate corrective actions to address the 
Investigating Officer's findings and recommendations. As a result, to date, the corrective actions 
taken by DCL DES officials have implemented the processes that will lead to the re- 
establishment and fully engaged DCL Configuration Control Board (addressing substantiated 
Allegation 1) and furthering the process for completing the approval process of the Information 
Assurance Plan under the Risk Management Framework (addressing substantiated Allegation 2). 

 
Additionally, as the implementation of the corrective actions for Allegations 1 and 2 

necessarily require participation by the Army's Chieflnformation Officer/G-6 Office, I will 
forward this Report to the CIO/G-6 to take appropriate assistive and follow up actions. 

 
In my role as the Designated Official to review and forward the Army' s Report to OSC 

on behalf of the Secretary of the Army, I have completed my review and am forwarding to you 
the Army's Report on the subject OSC referred allegations. 

 
I am satisfied that the !O's conclusions and implementation of the associated 

recommendations constitute an appropriate outcome in this matter. Accordingly, the Army has 
made no referral of alleged criminal violation to the Attorney General pursuant to Title 5, United 
States Code,§ 1213(d)(5)(d). 

 
This report, with enclosures, isꞏ submitted in satisfaction of my responsibilities under Title 

5, United States Code, Sections 1213 (c) and (d). Please direct any further questions you may 
have concerning this matter to Ms. , at 703- . 
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SUMMARY OF THE REPORT OF INVESTIGATION 
 

I. INFORMATION INITIATING THE INVESTIGATION 
  

By correspondence dated July 2, 2019, the Office of Special Counsel (OSC) forwarded to 
the Secretary of Defense, Dr. Mark Esper, allegations from a Whistleblower, , 
an Army civilian language specialist, that officials at the activity OSC identified as being at 
Department of the Army, 1st Personnel Command,3 Washington-Moscow Direct 
Communication Link (DCL), Detrick Earth Station, Fort Detrick, Maryland, had engaged in 
conduct that may constitute violations of law, rule, or regulation, gross mismanagement, and a 
substantial and specific danger to public safety. The OSC concluded that there was a substantial 
likelihood that the information provided to the OSC discloses a violation of law, rule, or 
regulation; gross mismanagement; and a substantial and specific danger to public safety.  

 
Specifically, the Whistleblower alleged that in 2015, when the Detrick Earth Station and 

the Gateway Telecommunications Center were consolidated and became a remotely operated 
facility, the following wrongful actions took place:  

 
(1) Despite the requirement for a Configuration Control Board (CCB) in the 2008 

Information Assurance Plan for the C-Band Satellite Transmit and Receive Systems Direct 
Communications Link Earth Station (Information Assurance Plan), the Defense Information 
Systems Agency (DISA) has not established a CCB for the management of the Detrick Earth 
Station;  

 
(2)  Since the 2015 reorganization and consolidation of Detrick Earth Station there has 

not been full review of the Information Assurance Plan under the Risk Management Framework 
established in 2014;  

 
(3) Security and operational deficiencies attributable to remote operations persist at the 

Detrick Earth Station, including poor security monitoring leaving the facility vulnerable; and, 
 

 (4)  The lack of a fire suppression system required by the Information Assurance Plan 
and a lack of a 24/7 personnel presence has led to security and operational deficiencies. 

 
 

                                            
3 The OSC referral correspondence referenced that the allegations involved the 1st Personnel Command, 
Washington-Moscow Direct Communication Link (DCL), Detrick Earth Station, Fort Detrick, Maryland. The 
reference to the 1st Personnel Command is incorrect.  The DCL DES is subordinate to the U.S. Army Cyber 
Command (ARCYBER) and its chain of subordinate units which report through the Network Enterprise Technology 
Command (NETCOM), the 7th Signal Command (Theater), the 21st Signal Brigade, to the 302d Signal Battalion. 
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II. CONDUCT OF THE INVESTIGATION 
 

The Secretary of Defense forwarded to the Secretary of the Army for investigation and 
appropriate action the OSC’s transmittal concerning the allegations of alleged wrongdoing by 
officials that OSC identified as being at Army’s 1st Personnel Command4, Washington-Moscow 
Direct Communication Link (DCL), Detrick Earth Station (DES), Fort Detrick, Maryland.  
   

Pursuant to coordination efforts between the correspondence offices for the Secretary of 
Defense and Secretary of the Army, this OSC referral was transmitted to the Army on July 25, 
2019. In turn, the Office of the Secretary of the Army forwarded this OSC referral to the Office 
of the Army General Counsel for further processing. On August 6, 2019, this referral was 
forwarded by the Office of the Army General Counsel to the Chief Information Officer CIO/G-6, 
Lieutenant General (LTG) Bruce Crawford, for appropriate action, including the initiation of an 
investigation into the allegations and appointment of an Investigating Officer (IO) pursuant to 
Army Regulation (AR) 15-6, Procedures for Investigating Officers and Boards of Officers, and 
taking appropriate corrective actions.   

 
               The CIO/G-6 began his efforts by directing the United States Army Network Enterprise 
Command (NETCOM) to initiate an AR 15-6 investigation by designating an Investigation 
Officer (IO). On August 15, 2019, the NETCOM Chief of Staff, Colonel (COL)  

, appointed Ms. , United States Army Cyber Command (ARCYBER), Fort 
Belvoir, Virginia, as the IO.  . The IO has more than 33 years of active duty and civil service 
experience with the Department of Defense (DOD) and the Department of the Army (DA).  
Her area of expertise is Information Technology (IT) to include strategic 
telecommunications support at facilities similar to the DES. She has served as the Chief, 
Department of Defense Information Network (DODIN) Operations, G35 Future Operations, 
Army Cyber Command (ARCYBER) for the past 2 years. 

 
On August 16, 2019, in order to better align with the organization with responsibility 

over the subject matter addressed in the OSC allegations, this case was subsequently referred by 
the Principal Deputy General Counsel to LTG Stephen Fogarty, the Commander, U.S. Army 
Cyber Command (ARCYBER) to continue the AR 15-6 process and the already initiated 
investigation that had previously been commenced by LTG Crawford.  The IO began 
interviewing witnesses and gathering relevant documents.  However, logistics issues arose from 
the beginning, as the IO had to deal with multiple interviews that had to be coordinated at 

                                            
4 Again, to reiterate the clarification provided in footnote 2, the OSC referral correspondence referenced that the 
allegations involved the 1st Personnel Command, Washington-Moscow Direct Communication Link (DCL), Detrick 
Earth Station, Fort Detrick, Maryland. The reference to the 1st Personnel Command is incorrect.  The DCL DES is 
subordinate to the U.S. Army Cyber Command (ARCYBER) and its chain of subordinate units which report through 
the Network Enterprise Technology Command (NETCOM), the 7th Signal Command (Theater), the 21st Signal 
Brigade, to the 302d Signal Battalion. 

-
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multiple locations to include Fort Detrick, Maryland, as well as a roughly two-hour (one-way) 
commute to and from her location at Fort Belvoir, Virginia, the ARCYBER Headquarters. 

 
          To prepare for conducting the AR 15-6 investigation, the IO reviewed the July 2, 2019 
correspondence from the OSC which included the referred allegations and its attachments for 
background information that included documents reflecting prior allegations that the 
Whistleblower, , had made to both ARCYBER and to OSC.  The OSC 
correspondence and a footnote in the OSC referral correspondence detailed that “  
reported his concerns regarding the management and operation of the DES to the Army in 2015 
resulting in an investigation. OSC informally requested the Army provide additional information 
on the status of  concerns and received updated information in 2018.  The Army’s 
responses to those inquires dated December 17, 2015, April 20, 2016 and January 18, 2018” 
were enclosed in OSC’s July 2, 2019 correspondence.  The IO reviewed the case files of those 
Army internal reviews for background information.  As a result of her review of those prior 
Army efforts which dealt with 11 allegations, the IO concluded that the Whistleblower’s chain of 
command had addressed seven of those allegations and the remaining four became the 
allegations which were the subject of the July 2, 2019 OSC referral.   

 
The IO began her investigation with an office visit to the 21st Signal Brigade 

Headquarters at Fort Detrick, Maryland, and met with Mr. , Civilian Deputy to 
the Commander/Chief Information Officer, 21st Signal Brigade, Fort Detrick, Maryland.  Mr. 

 provided an overview of the mission and the organization of the DES and provided a 
recommended list of personnel to interview for the investigation. 
 
 The IO conducted interviews with and obtained sworn statements from the following 
witnesses:  
 
  (1) Mr. , Civilian Executive Officer, U.S. Army Signal Activity-
Fort Detrick, Maryland;  

  
  (2) The Whistleblower, Mr. , Linguist, U.S. Army Signal  

Activity-Fort Detrick, Maryland; 
   
  (3) Mr. , Defense Information System Agency (DISA IE), 
Director/Chief, Senior National Leadership Communications Division, Fort Meade, 
Maryland;   
 
  (4) Mr. , Satellite Terminal Systems PdM Wideband Enterprise 
Satellite Systems (WESS), Program Executive Office – Electronic Information System 
(PEO-EIS), Fort Belvoir, Virginia;  
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  (5)  Mr. , Telecommunications Specialist, U.S. Army Signal 
Activity-Fort Detrick, Maryland; and,  
 
  (6)   COL , Director, Network & Space Integration, 
Headquarters, Department of the Army, Chief Information Office (HQDA CIO/G-6).  
 

Gathering the relevant evidence occurred between August and September 2019. During 
September 3-26, 2019, the IO drafted her Report of Investigation (ROI) and sent it to her legal 
counsel for his assistance and review.  On or about October 21, 2019, the NETCOM Command 
legal office returned the draft findings and recommendations to the legal advisor for the IO and 
requested further information.  On October 29, 2019, the NETCOM legal review was completed. 
In turn, on October 30, 2019, the NETCOM legal office forwarded the draft ROI and its 
attachments to the Army OGC for its review and comments. The draft AR 15-6 ROI was staffed 
within OGC for its completeness. On November 26, 2019, the IO was provided very detailed 
comments regarding the need to expand her efforts and gather additional facts and interview 
statements to ensure all relevant evidence had been tracked. A new legal advisor had to be 
assigned to the IO which delayed his ability to assist the IO until he had had become familiar 
with the prior investigative effort and the background for the allegations. The IO completed the 
process of addressing the issues forwarded to her by OGC, the ROI was completed, and was 
forwarded to the Approving Official for her review and approval.  

 
COL , the former Chief of Staff and Appointing Authority for the subject 

AR 15-6 retired.  As a result, there was a change to the NETCOM leadership at the end of March 
2020, and COL  was replaced by the new Chief of Staff, COL .  COL 

 became the Approving Authority for the AR 15-6 Report of Investigation including the 
IO’s recommendations.  She approved the Report of Investigation on March 24, 2020.  On 
March 26, 2020, the Approving Authority directed that the Commander, 21st Signal Brigade, 
implement and complete the IO’s recommendations. In the meantime, the AR 15-6 report was 
forwarded to the Army OGC for use in drafting the final Army narrative report for its submission 
to the OSC.  

 
However, completing the Army’s narrative report was difficult as there were significant 

disruptions in being able to prepare and finalize the Army’s report as a result of the Coronavirus-
19 (COVID-19) pandemic and the sudden requirement to telework.  This unforeseen situation 
required Army personnel at all levels who were involved in finalizing the Army’s report to face 
unprecedented logistical digital/electronic medium challenges brought on by having to perform 
work for the first time in a telework situation rather than working from the office environment 
due to the safety and health reasons related to the COVID-19 pandemic.  Since mid-March 2020, 
as has occurred in the vast majority of the federal workplaces, teleworking was instituted across 
the federal workforce on a massive scale and for the first time at many agencies and worksites.  
The Department of Defense (DoD) is one of those agencies were about 95 percent or more of the 
DoD workplaces had not been teleworking prior to the COVID-19 pandemic outbreak.   

 

-
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Additionally, delays were encountered in being able to coordinate with Army personnel 
whose ability to work on the Army’s report was hampered by being diverted to work on  
COVID-19 related high priority matters, many of which presented themselves as novel/first 
impression and oftentimes complex actions.  The final Army report addressing the referred OSC 
allegations was completed and its findings, conclusions, recommendations, and final corrective 
actions are summarized below. 
 
 

III. ORGANIZATIONAL ROLES AND RESPONSIBILITIES 
 

In order to properly assess the merits of the Whistleblower’s allegations that revolve 
around the shortcomings he asserts occurred as a result of the 2015 consolidation action between 
the Detrick Earth Station and the Gateway Telecommunications Center when it became a 
remotely operated facility, it is important to know the backdrop of the founding and mission of 
the Detrick Earth Station.    

 
Within the Department of Defense (DoD), the lead DoD Official for its Cyber and 

Information Security is the DoD Chief Information Officer (CIO).  Among his/her responsibilities, 
the DoD CIO performs the following functions: monitors, evaluates, and provides advice to the 
Secretary of Defense regarding all DoD cybersecurity activities and oversees implementation of 
DoDI 8500.01, Department of Defense Instruction (DODI), Cybersecurity, Number 8500.01; 
develops and establishes DoD cybersecurity policy and guidance.  (TAB S). 

 
Under the authority, direction, and control of the DoD CIO, the Director, Defense 

Information Systems Agency (DISA) develops, implements, and, in coordination with 
Commander, U.S. Cyber Command (USCYBERCOM), manages cybersecurity for the Defense 
Information Systems Network.   

 
The Army’s Headquarters (HQDA) level lead organization tasked with oversight 

responsibility for Army’s Cyber and Network missions is the Chief Information Officer/G-6.  
The CIO/G-6 has line command to the Department of Defense’s Defense Information System 
Agency (DISA). (TAB O). 

 
The Detrick Earth Station is subordinate to the U.S. Army Cyber Command (ARCYBER) 

and its chain of subordinate units which report through the Network Enterprise Technology 
Command (NETCOM), the 7th Signal Command (Theater), the 21st Signal Brigade, to the 302d 
Signal Battalion. The primary mission of these organizations is to operate and maintain the 
assigned Department of Defense Information Network systems and capabilities for the Army. 

 
Established in 1974, the Fort Detrick Direct Communication Link (DCL) earth terminal 

was installed at Fort Detrick, Maryland, for use by the U.S. Army. It supports communications 
with the former Soviet Union countries located in three different countries.  Each DCL terminal 
antenna is located in the antenna field next to the Earth Terminal Complex (ETC) building 1650 

-

-
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on Fort Detrick.  The antenna field is secured by fencing.  The entire DCL is operated within a 
physical controlled zone (PCZ) that provides all necessary physical protection commensurate 
with the classification level at which the DCL is being utilized.  Access is controlled to the area 
of the location of the equipment, and a perimeter is established to restrict access.   

 
The Commander, U. S. Army Signal Activity – Detrick, 302d Signal Battalion, 21st 

Signal Brigade, is responsible for operating and maintaining the DCL at the Detrick Earth 
Station (DES). (TAB A).  In 2015, the day to day operations of the DCL was remoted across the 
street from the ETC building to the Gateway Telecommunications Center (GTC) building 1668. 
The DCL, DES is monitored 24/7 from the GTC to assure the physical security of the external 
and internal perimeter of the DES. (TAB F). 

 
Within the above responsibilities, and consistent with its Lead Military Department 

responsibilities assigned by the Office of the Assistant Secretary of Defense, Director, 
Communications, Command and Control (C3) (TAB I),  the establishment and the governance of 
the Configuration Control Board was historically chartered with the responsibilities overseen by 
DISA and HQDA’s CIO/G-6.   This action, in effect gave the Army the Executive Agent 
responsibility over the Direct Communications Link (DCL).  Further, historically, the DCL 
Configuration Control Board (CCB) has been chaired by the Office of the U.S. Army Chief 
Information Officer/G-6.  The CCB is chartered to successfully identify engineering plans, 
configuration standards and designs, and implementations that support operational requirements 
for the DCL. The CCB works to ensure interoperability and synchronization between all 
stakeholders (DISA, Moscow Link (MOLINK), State Department, White House, Program 
Manager Defense Communications and Army Transmission Systems (PM DCATS), DoD CIO, 
and others). 
 

The DCL CCB assigns to member organizations the responsibilities for establishing and 
maintaining of technical and functional baselines for the system. The DCL CCB is meant to 
operate in an integrated and disciplined manner to provide a structured and streamlined control 
process for managing the assigned products and services throughout their intended life cycle.  
Life cycle configuration management through the CCB ensures that all changes are visible, that 
any potential safety, security and operational impacts are properly addressed, and that technical 
and programmatic direction across the DCL system’s products, services and interfaces are 
consistent. 
 
   

IV. RULES AND REGULATIONS 
 

  
A.  Unified Facilities Criteria (UFC); UFC 1-200-0t, DOD Building Code (General 
Building Requirements), 20 June 2016 (TAB D).    
 

- -
-

-
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B.   Department of Defense Instruction (DODI), Cybersecurity, Number 8500.01, March 
14, 2014.  (TAB O).  DoDI 8500.01 outlines the DoD policy for Cybersecurity, which 
among other matters, governs DoD’s Information Technology (IT) and information in 
electronic form.  
    

Paragraph 3.a. states the DoD policy for Risk Management and states the following:  
 

3.a. Risk Management  
(1) DoD will implement a multi-tiered cybersecurity risk management process to 
protect U.S. interests, DoD operational capabilities, and DoD individuals, 
organizations, and assets from the DoD Information Enterprise level, through the 
DoD Component level, down to the IS level as described in National Institute of 
Standards and Technology (NIST) Special Publication (SP) 800-39 (Reference (o)) 
and Committee on National Security Systems (CNSS) Policy (CNSSP) 22…  
(2) Risks associated with vulnerabilities inherent in IT, global sourcing and 
distribution, and adversary threats to DoD use of cyberspace must be considered in 
DoD employment of capabilities to achieve objectives in military, intelligence, and 
business operations.  
(3) All DoD IT will be assigned to, and governed by, a DoD Component 
cybersecurity program that manages risk commensurate with the importance of 
supported missions and the value of potentially affected information or assets. DoD 
CIO.  

 
 DoDI 8500.01, Enclosure 2 also defines the roles and responsibilities of the DoD CIO 
and DISA. 
 
 

C. Department of Defense Instruction (DoDI) 8510.01, Risk Management Framework 
(RMF) for DOD Information Technology (IT), March 12, 2014.  (TAB P).  DoDI 8510.01 
provides the framework policies and guidance concerning all of DoD’s Information 
Technology (IT) that receive, process, store, display, or transmit DoD information.  Additionally, 
in paragraph 3, it states that it is DoD policy to perform the following responsibilities:   
 

a. The DoD will establish and use an integrated enterprise-wide decision structure 
for cybersecurity risk management (the RMF) that includes and integrates DoD 
mission areas (MAs) pursuant to DoDD 8115.01 (Reference (m)) and the 
governance process prescribed in this instruction.  
b. The cybersecurity requirements for DoD information technologies will be 
managed through the RMF… (TAB P). 
 
 
 
 
 

-

-

-
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DoDI 8510.01, Enclosure 2, Responsibilities, also defines the roles of the DoD  
CIO and the Director, DISA: 

 
1. DoD CHIEF INFORMATION OFFICER (DoD CIO). The DoD CIO:  
a. Oversees implementation of this instruction, directs and oversees the 
cybersecurity risk management of DoD IT, distributes RMF information standards 
and sharing requirements, and manages the transition from the DIACAP to the 
RMF.  
b. In coordination with the Deputy Assistant Secretary of Defense for 
Developmental Test and Evaluation (DASD(DT&E)) and the Director, 
Operational Test and Evaluation (DOT&E), ensures developmental and OT&E 
activities and findings are integrated into the RMF.  
2. DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY (DISA). 
Under the authority, direction, and control of the DoD CIO and in addition to the 
responsibilities in paragraph 7 of this enclosure, the Director, DISA:  
a. Ensures control correlation identifiers (CCIs), security requirements guides 
(SRGs), and security technical implementation guides (STIGs) developed by 
DISA are consistent with security controls and assessment procedures used by the 
DoD.  
b. Develops and provides RMF training and awareness products and a distributive 
training capability to support the DoD Components in accordance with Reference 
(h) and DoDD 8140.01 (Reference (o)); posts the training materials on the IA 
Support Environment Website (http://iase.disa.mil).  
c. Identifies or develops and provides DoD Enterprise RMF management tools. 
 

 DoDI 8510.01, Enclosure 6 details the procedures for Risk Management of Information 
Systems (IS) and describes “the DoD process for identifying, implementing, assessing, and 
managing cybersecurity capabilities and services, expressed as security controls, and authorizing the 
operation of IS.”  At paragraph 1.d., it explains the requirement for all IS to have a Security Plan: 
 

d. Security Plan. DoD IS and PIT systems must have a security plan that provides 
an overview of the security requirements for the system and describes the security 
controls in place or planned for meeting those requirements. The security plan 
should include implementation status, responsible entities, resources, and 
estimated completion dates. Security plans may also include, but are not limited 
to, a compiled list of system characteristics or qualities required for system 
registration, key security-related documents such as a risk assessment, privacy 
impact assessment, system interconnection agreements, contingency plan, security 
configurations, configuration management plan, and incident response plan.  
(TAB P). 
 
In accordance with DoDI 8510.01, Risk Management Framework (RMF) for DoD 

Information Technology (IT), all DoD information technology systems that receive, process, 

-
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  In 2015, DES underwent a significant change in how its mission work was to be 
performed. It underwent three near simultaneous events: (1) the contract to operate and 
maintain the DES which was being supported by contractor personnel in a Government-
Owned-Constructor Operated relationship, was insourced and that work went to Department of 
the Army Civilians to perform; (2) the completion of the new state-of-the-art 
telecommunications facility; and (3) the technical capability to remote the operations.  These 
actions offered significant opportunities for efficient and consolidated operations.  However, Mr. 

 viewed the remote capabilities as presenting significant operational and security 
risks.   

 
Regarding the technical capability to remote the operations, one of the improvements or 

proof of concept was to address the impending end of life of the DES antennas.  In 
anticipation of the antennae replacement, the decision was made to remote the control, 
monitor, and alarm for the DES mission systems and equipment. This resulted in the  
antennae replacement effort currently underway to enhance the DES’ remote capabilities. 
The new state-of-the-art building will house the DES equipment at the conclusion of the 
antennae replacement project.  The old DES building will no longer be used for monitoring 
purposes and will be empty, available for re-purpose.   

 
The antennas at the DES are being replaced and upgraded as part of life cycle 

replacement program. The DES antenna upgrade is one of seven projects that the Program 
Manager Defense Communications and Army Transmission Systems is responsible for 
executing.  This was necessary as the antenna parts are no longer being supported by the vendor 
with replacement parts. The antenna upgrade project contract was awarded on June 6, 2018 and 
is projected for completion August 31, 2020 (TAB E).  The DES antenna replacement is one of 
seven projects.  At the conclusion of the antenna replacements, the new configuration will 
implement the remote monitoring of the new antennas’ Control, Monitor, and Alarm (CMA) 
systems to the Gateway Telecommunications Center (GTC), where the current system is now 
remoted. 
 
 

 
VI. DISCUSSION OF THE EVIDENCE AND FINDINGS 

   
 
A.  OSC REFERRED ALLEGATION 1:  Despite the requirement for a Configuration 
Control Board (CCB) in the 2008 Information Assurance Plan for the C-Band Satellite 
Transmit and Receive Systems Direct Communications Link Earth Station (Information 
Assurance Plan), the Defense Information Systems Agency (DISA) has not established a 
CCB for the management of the Detrick Earth Station.  
 
 Mr. , Civilian Executive Officer, U.S. Army Signal Activity-Fort 

-
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  Lastly, at this juncture it must be noted that since the Investigating Officer’s Report of 
Investigation was completed and was approved by the Approving Authority on March 26, 2020, 
additional documents have been found that reflect that the CCB met at least once after 2008.  
After the AR 15-6 Approving Authority approved the Report of Investigating and directed the 
Commander, 21st Signal Brigade, to implement the Investigating Officer’s approved 
recommendations, the Commander, 21st Signal Brigade, proceeded to ensure that not only all 
appropriate actions are being taken to implement those approved recommendations, but also to 
search for any additional internal documents documenting and are relevant to the OSC referred 
allegations.  An ongoing search resulted in the minutes and agenda items for a CCB meeting that 
took place on May 22, 2012.  (TAB U).  
 
FINDING OF OSC REFERRED ALLEGATION #1.  Based on the preponderance of the 
evidence, the allegation that since 2008, a CCB for the DES has not been established is 
substantiated.  The Detrick Earth Station (DES) Direct Communication Link (DCL) is required 
to have a chartered Configuration Control Board (CCB).  Nevertheless, in the absence of a CCB 
meeting not having been held for at least the past few years from 2015, and as a result of the 
many changes that have occurred at the DES since 2012, a full Risk Management review of the 
Information Assurance Plan is also warranted. 
 
     However, it is noted that Defense Information Systems Agency (DISA) is not 
responsible for the establishment of, nor for the conduct of the CCB.  DISA is the Advisory 
Committee lead.  The Army is responsible for the establishment and conduct of the CCB for 
DES, and the 21st Signal Brigade serves as the Secretary of the CCB.   
 

Based on the documents gathered by the Investigating Officer, on July 28, 2000, DISA 
designated the Army as the Lead Military Department (LMD) for the DCL, the Continuous 
Communications Link (CCL), and the Government to Government Communications Links 
(GGCLs). (TAB I).  In accordance with Army Regulation (AR) 25-1, the Army Information 
Resources Management Program, dated 25 March 19976, directed the Director of 
Information Systems for Command, Control, Communications and Computers (DISC4) to 
exercise configuration control over the Army information systems and other DOD systems 
for which the Army been given responsibility, which is cited on page 2 in the CCB Charter 
(TAB J).   Consequently, HQDA CIO/G-6, formerly known as the DISC4, is responsible for 
serving as the Chair of the CCB.  A signed copy of the CCB Charter dated 11 June 1999 
documents the DISC4 role, on page 11. (TAB J).   

 
Additionally, the Army Communications with Other Nations (CWON) Systems 

CCB, not dated, (TAB K), stipulates that the CWON Systems CCB operates under the 

                                            
6 Army Regulation (AR) 25-1, the Army Information Resources Management Program, dated 25 March 1997 
was recently revised and reflects not only a title change for AR 25-1 but also captures several changes to the  
organizations having responsibilities as well as the roles, duties, and responsibilities associated with Army’s 
Information Management program.  The revised and current version is Army Regulation (AR) 25-1, the Army 
Information Technology, dated 15 July 2019. 

-

-
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authority and in support of the Army Chief Information Officer/G6 (CIO/G-6) and the 
Defense Information Systems Agency (DISA) for support of Army CWON Systems.  
According to the Investigating Officer’s observation, the 1999 CCB Charter (TAB J,  
page 6), states that DISA’s role is to serve as the Chair of the CCB Advisory Committee.   

 
Further, the former Brigade Commander of the 21St Signal Brigade (formerly the 

1108th Signal Brigade) drafted a memo (TAB L) to request that the (HQDA) CIO/G-6 re-
establish the CCB.  However, this memorandum was never finalized for consideration by 
the (HQDA) CIO/G-6 or the designated Chair of the CCB. (TAB G, MFR).  However, 
unfortunately, at the time the memo was drafted, the former commander of 21st Signal 
Brigade was preparing for a change of command which was to take place within the next 60 
day timeframe.  As a result, the memorandum was not completed before the change of 
command, and the new commander did not complete the staff action.  Additionally, Tab M 
is a copy of the draft CCB Charter which also was never finalized.  The failure to finalize 
this Charter also resulted in the lack of notification to the CCB to reestablish the CCB.    
 
 
B.  OSC REFERRED ALLEGATION #2:  Since the 2015 reorganization and consolidation 
of Detrick Earth Station, there has not been full review of the Information Assurance Plan 
under the Risk Management Framework established in 2014.  

 
         Mr.  acknowledged that the DES requires a revised Information Assurance 
Plan (IAP) under the new Risk Management Framework (RMF).  It is the responsibility of 
the 21st Signal Brigade to initiate and submit a completed IAP for the DES. 

 
          Mr. , as the Whistleblower, remained concerned that a review of the DES 
under the RMF has not occurred and he believes that his leadership has knowingly, 
willfully, and negligently placed at risk DOD information by not ensuring the 
implementation of the DOD security requirements in the DoD Instruction (DODI) 
8500.01, paragraph 2.a.(2), page 2 (TAB O). He stated that the DoDI directs cybersecurity 
applicability to all DoD Information Technology (IT).  
 
            Mr.  testified that he was unable to provide verification that IAP has not 
been maintained for this system. 

 
             Mr.  testimony acknowledged that the DES requires a current IAP.  
However, in his role as the Project Manager for the Satellite Terminal Systems PdM 
Wideband Enterprise Satellite Systems (WESS), PEO-EIS, his office is not the office of 
primary responsibility (OPR) for this action. 
 
          With respect to Mr.  testimony regarding this allegation, Mr.  

- -
-

-

-
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testified that he is unaware of this requirement and offered no insight into this 
allegation.  However, Mr.  did indicate that the technicians hired to work in the 
DES had their position descriptions (PD) in 2014, and were reassigned to work in the 
Gateway Telecommunications Center (GTC), the Technical Control Facility (TCF), and the 
Battalion System Control (SYSCON), in addition to the DES duties.  Mr.  believes 
that the PD change along the relocation of personnel has resulted in the operation of the 
DES becoming a minor part of daily operations, and not a focus of the attention it deserves.  
The relocation of personnel included the addition of remote consoles to operate equipment 
that is in the DES facility (with no Information Assurance review), but it does not have full 
capability that is available from front panel operations and has had a negative impact on 
response times to operational problems at the DES. 
 
FINDING OF OSC RFEFERRED ALLEGATION #2:  The allegation that there has not 
been a full review of the Information Assurance Plan (IAP) under the Risk Management 
Framework is substantiated.  Since the 2015 reorganization and consolidation of personnel at 
the DES, there has not been a full review of the IAP under the Risk Management Framework 
established in 2014.  DoD Instruction 8500.01, Cybersecurity, and the DoDI 8510.01, Risk 
Management Framework (RMF), are the authoritative documents governing risk 
management for DoD.   
 

Unfortunately, the most recent documentation assessing the risk of the DES is dated 
March 7, 2008 (TAB E).  This documentation is not in compliance with either the current 
DoD Instruction (DODI) 8500.01, Cybersecurity, paragraph 2.a.(2), page 2 (TAB O) 
directing cybersecurity applicability to all DOD Information Technology (IT), or the current 
DODI 8510.01, Risk Management Framework (RMF) dated 12 March 2014, enclosure 6, 
paragraph 1d, Security Plan, page 27 (TAB P).  At TAB N is draft documentation providing 
the System Identification Profile of the DES.  It is noted at TAB E, in the Senior National 
Leadership Communications (SNLC) Quarterly Program Review (QPR) briefing, that the 
stakeholders are working to determine if the DES should be processed through a customized 
RMF process.  

 
The DoDI 8510.01 requirements were established in the newly issued requirements 

imposed by the 2014 DoDI. The DCL is not in compliance to date. But it will be when the 
RMF package is approved.  In order to have an RMF package (which includes the IAP) 
processed, an Authorizing Official must be identified. That’s Step 1. The second step is to 
create the RMF package to operate a system that will be sent to the Authorizing Official to 
provide the authorization to operate (ATO) that system. Since at the time of the 
Investigating Officer‘s Report of Investigating, the RMF was in the process of being 
initiated, and DISA had not identified the Authorizing Official (AO) for the DES,7  this 

                                            
7 The AO designation for the DCL did not occur until after the Investigating Officer’s Report of Investigation had 
been completed and approved on March 26, 2020. The AO designation of Mr.  by DISA is dated 
March 29, 2020. (TAB V). 

-
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recommendations to submit the RMF paperwork to the Defense Information Systems Agency no 
later than 13 September 2019 (slide 3), and to reconvene the CCB on a quarterly basis (slide 11).   

 
  Regarding this allegation, Mr.  testified that he was concerned that the mission 
does not receive the level of oversight it deserves.  He acknowledges that a fire detection 
capability was added to the building but not fire suppression. He further stipulated that 
personnel protective equipment has been neglected. He alleges that the Standing Operating 
Procedures (SOPs), Concepts of Operations (CONOPS), and physical security plan have not 
been revised since Honeywell departed in 2013. 

 
FINDING OF OSC REFERRED ALLEGATION #4:  The allegation that a lack of a fire 
suppression system has led to security and operational deficiencies is unsubstantiated.  There 
was not enough evidence brought forth that substantiates the claim that security and operational 
deficiencies exist as a result of having no fire suppression system.  Although there is no fire 
suppression system, for example, a sprinkler system, in 2015 the facility was able to mitigate this 
deficiency utilizing the DPW/Installation Fire Protection Maintenance Contract and also installed 
a state of the art fire alarm system.  It was recommended by the Fort Detrick and Emergency 
Services Assistant Fire Chief that a wet sprinkler system be installed but is not required by 
applicable regulations or codes based on the date of the facilities construction (TAB B).  It is 
noted that Mr. , DISA IE, Director, National Senior Leader Communications 
Division informed that a fire suppression system is a requirement for all earth stations 
regardless of when it was built (TAB D).   
 

Based on the ample evidence contained in TABs B and D, it is clear that the 21st Signal 
Brigade is in compliance with the fire suppression requirements. 

 
 

VII. INVESTIGATING OFFICER’S RECOMMENDATIONS 
 

Based on her findings, the Investigating Officer recommended the following actions:  
 
      a. Recommend that in accordance with the DCL Information Assurance Plan, a Chartered 
CCB be reestablished to provide configuration management oversight of the DES. 
 
       b. Recommend the immediate initiation of the risk management process requirements at 
the DES in accordance with the new Risk Management Framework (RMF). The lack of 
administrative documentation for the system does not necessarily equate to poor cybersecurity 
practices. Nonetheless, it is required that the system obtain an Authority to Operate (ATO) in 
accordance with current Risk Management Framework policies and procedures.  This allows the 
Approving Official (AO) to mitigate any cyber risks presented by the system and to address any 

--
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threat vulnerabilities.  During the RMF assessment it is further recommended that the remote 
operations of the DES be assessed for approval or disapproval by the Authorizing Official (AO). 
 
      c. Recommend that the DES undergo an external agency facilities inspection to determine 
if the fire detection mitigates the requirement for a fire suppression system. Further recommend 
that the DES undergo an external physical security inspection to address the allegation of 
persistent physical security and operational deficiencies as a result of the lack of 24/7 personnel 
presence.   

 
 

 
VIII. APPROVING AUTHORITY’S ACTIONS AND THEIR      

IMPLEMENTATION 
 
   
 COL , as the Approving Authority for the AR 15-6 Report of Investigation, 
approved the Report of Investigation and its findings and recommendations on March 24, 2020.  
Very shortly thereafter, on March 26, 2020, COL  directed that several follow up actions 
be taken, addressing them through the Commander, 7th Signal Command (Theater), to the 
Commander, 21st Signal Brigade, for appropriate action consistent with the findings. (TAB Q). 
Specifically, she directed that the Commander, 21st Signal Brigade take the following actions:  
   

a. Complete the Configuration Control Board (CCB) charter that was initiated by a 
previous 21st Signal Brigade Commander.  

 
b. Staff a memorandum through 7th Command, NETCOM, and ARCYBER, to CIO/G-6 

requesting that the CIO/G-6 chair the CCB in accordance with Army regulation.  
 
c. Request Fort Detrick Fire Marshal conduct an inspection of the building.  
 
d. Initiate the risk management process requirements at Detrick Earth Station in 

accordance with the new risk management framework.  
 

 On April 3, 2020, COL , Commander, 21st Signal Brigade, issued 
two memorandum regarding his follow up action to COL  March 26, 2020 directive. 
The first memorandum reflected that COL  completed the four actions that COL  
had directed in her March 26, 2020.  He provided the supporting documents to reflect the 
completion of these actions. (TAB R).  The second memorandum issued by COL  was 
his request which was forwarded and endorsed by his chain of commander to the Director, 
Networks, Services and Strategy Directorate, CIO/G-6, (SAIS) Pentagon, Washington, D. C., 
requesting that the CIO/G-6 restart of the Configuration Control Board (CCB) and its chartered 
governance process related to the Direct Communications Link (DCL) and its subcomponent, the 

-
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Detrick Earth Station (DES), the government-to-government (U.S. to Russia) satellite ground 
station subcomponent of the DCL. (TAB S). 
 
 On May 14, 2020, COL  provided a memorandum entitled “Update 1 – 
Implementation of Findings for Direct Communications Link (DCL) Detrick Earth Station 
(DES)” where he detailed (1) the results of the Fort Detrick Fire Marshal’s Inspection on April 6, 
2020; (2) his May 6, 2020 briefing to MG David T. Isaacson, Director, Network, Services & 
Strategy, CIO/G-6, when he discussed his April 3, 2020 memorandum to MG Isaacson providing 
the history of the CCB and requesting the reestablishment of the CCB, the approval for the draft 
Charter, and the way forward; and (3) the Agenda items that were to be covered during the  
May 21, 2020 CCB meeting for which he and his team on May 12, 2020 “created the 
collaboration environment for the CCB and initiated the first meeting with all of the stakeholders 
and members.”  DISA is one of the DCL CCB members. (TAB T).  As a result of this new 
foundation effort, the DCL CCB met on May 21, 2020.  Their next meeting is scheduled for June 
11, 2020 where they are scheduled to continue the dialog and discuss, among other matters, the 
approval of the DCL CCB Charter and the appointment of DISA in a leadership role of the DCL 
CCB.    
  
 It should be noted that another corrective action directed by the Approving Authority has 
been completed.  The Fort Detrick Fire Marshal’s Inspection took place on April 6, 2020 (TAB 
T, Enclosure 2) and provided the same inspection results as , Assistant Fire Chief 
– Prevention, had provided on September 10, 2019.  The inspection report stated the following: 
 

“In regards to [the] question on fire suppression and the facilities lack thereof, 
while it would be recommended to install a wet sprinkler system and 
supplemental clean agent system in this facility, it is not required by the 
applicable regulations or codes based on the date of the facilities construction, and 
it would only become a requirement if at any time the facility was renovated and 
those costs of the renovation exceeded 50% of the original construction cost.  In 
regards to fire & life safety compliance of the facility. This building is in 
compliance with all DoD and Army regulations as well as any and all applicable 
NFPA codes and standards for an existing business occupancy such as this.” 

 
Lastly, on March 29, 2020, Mr. , the Risk Management 

Executive/Authorizing Official from DISA, assumed responsibility as the Authorizing Official 
for the DCL.  This designation allows the work to begin to create the Risk Management 
Framework package for the DCL. (TAB V).  This action will further the process for completing 
the corrective action addressing the Risk Management Framework program requirements.  

-
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Communications Link (DCL) Modernization Project Brief, Fort Detrick,  
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TAB F  Mr. , Telecommunications Specialist, U.S. Army Signal   
  Activity, Fort Detrick, Maryland 
 
TAB G           COL , Director, Network & Space Integration, HQDA CIO/G6 
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Designation of the Army as Lead Military Department (LMD) for the 
Direct Communications Link DCL), the Continuous Communications 
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Link (CCL) and the Government-to-Government Communications Links 
(GGCLs), dated 28 July 2000 

 
TAB J  Signed copy of the Configuration Control Board (CCB) Charter dated of 

June 11, 1999 
 
TAB K  Army Communications With Other Nations (CWON) Systems CCB 
 
TAB L  Draft memo for the CIO/G6 to re-establish the CCB – Memorandum, Subject: 

Direct Communications Link (DCL) Configuration Control Board (CCB) 
dated 2 Apr 18 

 
TAB M  Draft Configuration Control Board (CCB) Charter (not finalized) 
 
TAB N  Regional Hub Node System Identification Profile, dated 7 Mar 08 
 
TAB O  Department of Defense Instruction (DoDI) 8500.01, Cybersecurity, dated 

March 14, 2014 
 
 Briefing Charts – Final SNLC QPR Fort Detrick,  2019 Sep 4-5 
 
TAB P  Department of Defense Instruction (DoDI) 8510.01, Risk Management 

Framework (RMF) for DoD Information Technology, dated March 12, 
2014, Incorporating Change 2, July 28, 2017  

 
TAB Q Memorandum THRU Commander, 7th Signal Command (Theater), FOR     

Commander, 21st Signal Brigade, dated March 26, 2020, Subject: Approval of 
Report of Investigation for Whistleblower Investigation Concerning Office of 
Special Counsel Referral DI-17-2168, Department of the Army, 1st Personnel 
Command, Washington-Moscow Direct Communications Link, Detrick Earth 
Station, Fort Detrick, Maryland  

TAB R  Memorandum THRU Commanding General (NETC-SFC-CG), 7th Signal 
Command (Theater), FOR Commanding General (NETC-CG), Network 
Enterprise Technology (NETCOM), dated April 3, 2020, Subject: Implementation 
of Findings for Direct Communications Link (DCL) Detrick Earth Station (DES),  
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1. Draft CCB Charter 
2. CCB Restart Memo, April 3, 2020 
3. Fire Marshall Memo, April 2, 2020 
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Army Cyber Command (ARCYBER), FOR Director, Networks, Services and 
Strategy Directorate, CIO/G-6, (SAIS), dated April 3, 2020, Subject: Direct 
Communications Link (DCL) Configuration Control Board (CCB)  

 
 
 
 
TAB T  Memorandum for Record, dated May 14, 2020, Subject: Update 1 – 

Implementation of Findings for Direct Communications Link (DCL) 
Detrick Earth Station (DES), with 3 Enclosures: 

1. Implementation Memo, April 3, 2020 
2. Fire Marshall Memo, April 2, 2020 
3. Agenda, CCB Meeting May 21, 2020 
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CYBERSECURITY DIRECTORATE, MISSION READINESS, TERMS AND 
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